HALWOHAJIbHOE OBBLEOAUHEHUE
CNEUMANNCTOB NO BE3ONACHOCTU BU3HECA

8- EXXETOOHAS OHJTAUH-KOH®EPEHLUA
20 mapTta 2025r.

MHOOPMALUMNOHHAA BE3OINACHOCTD:
B3rnda n3HyTP KOMIMAHUA

7 yacoB CPE

O6becne4vyeHune nHcpopmauMoHHON Oe30MacHOCTU
U HenpepbIBHOCTU OU3Heca B yCNOBUAX

3KOHOMMUYECKOU BOUHbI NpoTuB Poccumn
e

4 s
B MPOFPAMME KOH®EPEHLIUA

B 2025: BpemMsa TEKTOHUYECKHUX CABUTIOB B MH(OPMAIITMOHHOM
0€30I1aCHOCTH;

® [lomroroBka K upe3BbIyaiinoii cutyanuu B T undpacrpykrype;
B OneIT o0ecnedeHuss HenpepbIBHOCTH (PyHKIHMOHUpOoBaHus UT;
B U kak nmonepITKa UMUTAIUU UHTEIJIEKTA. BO3MOXKHOCTH U
OTNIACHOCTH MCTOJIb30BaHUS TEKYIIUX PEATU3ALINN;

B be3onacHas pa3padbotka koaa (DevSecOps u AppSec). C dero
HayaTh? TEPHUCTHIN ITyTh CO3/IAHUS HAITPABIICHUS;

B Aynut Ub u pucku Ub: npenmyiiecrsa CUHEpruuy;

B Pabora ¢ IepCcoOHAIOM 10 IPOTHUBOJICHCTBUIO COLMAIBHOM
WHKCHEPUU.

B [IpoBeneHue paccienoBaHU UHIIMIEHTOB B Vb;

B 13061TOouHOCTh HHPOpManuu. Kak ee n3dexars npu
MIPOBEICHUU PACCIICIOBAHUM;

® 3amura KOMOAaHUU OT METOAOB COLMATBHON MHXKEHEPUHU.

NH®OPMALIMOHHBIE MAPTHEPbI: 0 L ACHOETI

Accoumnauusa «O6beanHeHUe cepTudULMpoBaHHbIX creunanucToB Nno
paccnefoBaHUIO XULLEHUNY
www.acfe-rus.com m _info@acfe-rus.org ®m +7 (495) 728-76-10
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8-a EXXEFTOOHASA OHNAUH-KOH®EPEHLMA

WHOOPMALWOHHAA BE3ONACHOCTD: B3rnan U3HYTPU KOMNAHUU
20 mapTta 2025r.

09:15-09:25 IlonknroyeHue.
09:25-09:30 IlpuserctBue. OTKpbITHE KOH(DEPEHITUH.

09:30-10:00 Cepreii MapThiHOB

IIpe3uoenm Hayuonanvrozco
00beOUHEeHUSI CReYUATUCTO8 NO
bezonacnocmu busneca.

2025: BpemMsi TEKTOHUYECKHX CABUTOB
B HH(OPMALMOHHOI 0e301TACHOCTH.

babymky momKUraroT BOEHKOMATHI, MOAPOCTKH XIYT
HHQPACTPYKTYpY Ha JKEIE3HBIX JOoporax. MUIIHOHBI
rpaxIaH TMOJy4yaroT 3BOHKH OT lleHTpoOaHKa, «TOBapHINa
Malopa» M APYTUX NEpPCOHAXKed U MEepeBOASIT ACHBIHU
MormeHHUKaM. Emé aecste jetr Ha3ag Takoro He OBLIO, 1O
KpaitHel Mepe, Kak MaCCOBOTO SIBJICHUSL.

3ameTuM, 4TO B OOJBIIMHCTBE CIIy4aeB 3TH NPECTYIUICHUS
COBEpIIIAOT HOPMAJILHBIC TPaXkIaHe, a He TPOeCCUOHATBHBIS
YTOJIOBHHKH.

Kak u moueMy coBepiieHHO HOPMAaJIbHBIE JIIOIW CTAaHOBATCS
MpPEeCTYNHUKAMU MJIM HX XepTBaMH? MOXXHO JIH 3TOTO
n30ekaTh U Kak 3To caenars? Kak CHU3UTh pUCK HaHECEHUS
COTpyIHHUKaMHU yiepOy Ou3HeCy npeaAnpusaTrs?

(-8

10:00 - 10:30 AnrTon I'pynTos
Q Lupexmop no 6ezonacnocmu epynnoi
(i komnanuti Eqvanta.
‘?@ be3onacnas paspadorka kojaa
- (DevSecOps u AppSec). C 4ero
Havyatb? TepHUCTHIH NyTh CO31aHUA
HalnpaBJIeHHS.
Co3pnanue coBpeMeHHBIX KoprnopaTuBHeIXx CRM-cucrem
CBSI3aHO ¢ IPOOIeMaMu TOKYMEHTHPOBAHMUSL, JIOTUPOBAHUS, a
Tak)Xe HecTaOMIbHOCTHIO KOMaHA. Bo BcéM 3ToM
MHOT000pa3uu TPyAHOCTEH MPH MOCTPOSHUN CEPBHUCOB, T
Ba)KHAS POJIb OTBOJIUTCSA KOMaH/1aM pa3paboTKu, HeoOXxoauma
(GyHKIUS MX KOHTPOJA NpPU co3daHuM Koja. OmbITOM
rocTpoeHusl QYHKITUN Oe301MacHON pa3paboTKU IMTOMETUTCS
JUPEKTOp Mo Oe30macHOCTH Tpymnmnbl Kommanuu Eqvanta,
npencenarens komutera mo oOe3omacHoctu CPO «MuPy,
sKcnepT u ou3Hec - TpeHep BSP ' pyHTOB AHTOH.
10:30 - 11:00 JAmuTpuii UBanoB
SA WEST, Illapmmuep.
HN30bITOuHOCTL MHpOpManuu. Kak ee
n30eKaTh NPU NMPOBEICHUH
paccienoBaHuil.

Yto Takoe M30BITOYHOCTH MHPOPMAIUM M KakK OHA
MPOSBISIETC B XOI€ paccienoBaHui. M30BITOYHOCTH
uHpOpMaIK, HTHQOPMAIIMOHHBIN IIyM W UH()OPMAIIMOHHBIN
KOHTEKCT — [I0YEMY 3TO pa3HbIE IIOHSTHS?

IMocnencTBus m30bITOYHOCTH: PaccMoTpeHMe HeraTMBHBIX
a3 dexToB M30BITOUHON WH(MOPMAIMH, BKIIOYAS ITyTAHHUILY,
cHIKeHHEe d(PPEeKTUBHOCTH M YBEJIMYCHUE BPEMEHHBIX
3aTpar.

Metonbl coopa uHpopmanmu: OnrcaHue HEKOTOPBIX IMOIXOJOB K
cOopy nHpOpPMAIINHU B YCIOBUSX, KOTIa HHGOPMAIIMH KAXKETCS YKE C
HM30BITKOM (VUTH eIl HeT?).

Ananmu3 gaHHBIX B pacciemoBaHusx: OCOOCHHOCTH aHalH3a
NPEIMOJOKUTEIbHO HU30BITOUYHBIX MaHHBIX. Korma crapeie
[IPOBEPECHHBIE METOIBI pA0OTAIOT TPOTHB HAC.

TexHonoruyeckue pemieHus: Eciau ynoXuMcs B pEerIaMeHT, MOTY
crenath HeOONBIIONW 0030p MpPOTpPaMMHOTO OOECIeYeHUS U
HWHCTPYMEHTOB, KOTOPBIE TOMOTAIOT OpPraHU30BaTh, (UIBTPOBATH U
aHaJIU3UpOBaATh NaHHbIe. [loueMy KOpoOOYHBIE pellleHUS He
pabotarot?

11:00 - 11:30 Ennena FOuioBa

Pyxosooumens Mockosckoii konnecuu ao8okamos
«FOnosa u napmuepoly.

IIpoBenenue pacciie1oBaHUIl HHIMIEHTOB B
ub.

B kakux ClIydadaX MMpOBOAUTCA pacCii€AOBaHNEC MHINACHTOB B
KOMITaHUU?

[opsimox nmpoBeneHust BHyTpeHHUX npoBepok. Korna ciemyem
CTPOTHM YKa3aHUM, a KOTZa MPOSBIIIEM «TBOPUECKHI» 110AX0A7
OKcriepTHas OLleHKa pe3yabTaToOB BHYTPEHHEH npoBepku. J[ist gero
OHa HyXHa?

3akIIioueHue 1o pe3yibTaraM BHyTpeHHEH npoBepku. Kak oneHuTsb
JOCTH)KEHHE Lieeil mpoBepKu?

11:30 - 11:45 TlepepsiB.
11:45 - 12:25 OOcyxknenue. OTBETHI HA BONPOCHI.

12:25 - 12:55 Cgetriiana3yeBa

Pyxosooumenv omoena puckoe Hb u
ayouma,000 "T'’K "Hunomex".

Aynut UbB u pucku Ub: npeumymecrsa
CHHEpPrum.

JlaBaiiTe MOCMOTPHUM Ha MPOIIECCHI, B YeM OHH ITOXOKU?

[Touemy mHpOpMAIIU MHOTO HE OBIBACT?

B kakoii Touke U, TVIABHOE, 334€M BCTPEUYAIOTCS PUCK-MEHEIKED U
ayauTop?

3adeM ayIuTOpy OIEHUBATh PUCKH TIpoIecca?

Krto mpuHnMaeT pemenue, 9To nenarh ¢ puckoM? Kto 1 kak
peanusyer pemienue?

Tak B ueM ke, COOCTBEHHO, CHUHEPTUs?

12:55-13:25 Habsa CamcoHoB

Hezasucumuviii sxcnepm 6 obnacmu
HenpepvleHOCMU OU3Heca U 60CCMAHOBICHUS
nocie asapuii.

OnbIT 00ecneyeHUs1 HeMPEPbIBHOCTH
¢pynxkunonnposanus UT.

B cranpmaprax, cBs3aHHBIX ¢ HempepblBHOCTBIO OM3HEcCa, YacToO
ynoMuHarTcsl cunenupuyHsie TepMuHbl BIA (Business Impact
Analysis) , RA (Risk Assessment), MTPD (Maximum Tolerable
Period of Disruption), SPoF (Single Point of Failure) n mpoune,
CMBICJ KOTOPBIX JIaJieKO He BCeraa MoHATeH. B pamkax mokiana Ha
NpaKTHYECKOM IMpuMepe Mbl momnpoOyeM pa3zolOpaTbesi ¢ UX
Ha3HAYEHUEM U KaK UX MOKHO UCIIOJIb30BATh B CBOEH KOMITaHHU.

cd
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8-a EXXEFTOOHASA OHNAUH-KOH®EPEHLMA

WHOOPMALUOHHAA BE3ONACHOCTb: B3rndan U3HYTPU KOMNAHUN
20 mapTta 2025r.

13:25-14:10

IlepepniB Ha 00en.
14:10 - 14:30
14:30 - 15:00

O0cyxaenune. OTBeTHI HA BONPOCHI.

Huxkura bance

Pyxosooumens ciysicovl ungopmayuonHotl
bezonacnocmu Cpagnu.py

Pabora ¢ nepconajiom no
NMPOTUBOACHCTBHIO COLUATBHOM

PaccMOTpUM OCHOBHBIC BEKTOPBI aTak, OMPENCIUM KaKhe
COTPYIHUKK WM Hamboliee MOJIBEPIKEHBI U PACCMOTPUM
CITOCOOBI MPOTHBOICHCTBUSI.

15:00 - 15:30 Muxaua XaBuH
Pyxosooumens cnyscovl unghopmayuonnoi
bezonacnocmu, Ackoua.
IHoaroroBka K 4pe3BbIYaliHOM
curyauuu B UT nunppacrpykrype.

15:30 - 15:45 TlepepsbiB.

15:45-16:15 Bagum BeJsozepos
Oxcnepm Llenmpa Pazeumus Komnnaenc
Koumpona.
3amuTa KOMIAHUU OT METO0B
COIHATbHOW MHKEHEePHH.
Mertoabl counanbHON MHKEHEPUU
AHanu3 ys3BUMOCTE Halllel KOMITAaHUH
[TonroToBka oOyuyeHHE B paMKaX HOBBIIMICHUS
OCBEJIOMJICHHOCTH.
Pa3paboTrka u BHEIpEHUE MOJUTHK MPOTUBOJACHCTBHS
CONUATbHON HHKCHEPHH.
TexHUUYECKUE CPEICTBA MTOICPIKKH.
KoHTpoJIbHBIE IPOIIETYPhI U OLICHKA.

16:15-16:45 Muxaua XaBuH
Pyrosooumens cnyscovl unghopmayuonnoii
bezonacnocmu, Ackona.
HMH kak nmonbITKa HMUTALUHU
HHTe1eKTa. Bo3MoikHOCTH 1
OMACHOCTH UCMOJIb30BAHUSA TEKYIINX

Uro Ttakoe MU. IlpuHnmmel paGoThl HEHPOHKH W BHIBOMBI.
BbricTpoHacTpanBaeMblil YCIOBHEIN pediexc, WiIu MOmyTaii ¢
apu(MOMETPOM 10 MBIIIKOH.

B03MOXHOCTH M OMacHOCTH HCIOJb30BAHUS TEKYIIUX
peanu3anuil.

Hcnonb3oBanue npoaykTos komnanuu Open Al
Ncnone3oBanue MM kak MHCTpyMEHTa B COLMAIbHOU
WH)KEHEPHH.

16:45-17:20 O6cy:xxknenune. OTBeTHI HA BONPOCHI.

17:20 - 17:25 YlopBenenne UTOroB u 3aBepLIeHHE
KOH(epeHnH.

OPTAHU3BAIIMOHHBIE BOITPOCHI

[IpoBeneHue eXeroqHol KOHPEPEHIHUHU MO
MH(POPMALMOHHOW 0e30MacHOCTH BOLUIO B JOOpPYIO
TPaIUIIHIO.

Harmra koH(epeHIus - 3T0 YHUKaJIbHas BO3MOXXHOCTh
BCTPETUTHCS C KOJIeramu, OoOCYAUTh HAcCyIIHbIE
BOIPOCHI, HOJETUTHCS ONBITOM U UIESIMHU.

Ha xoHdepeHnmm BHICTYNAT KaK JOKJIAXYHUKH,
paboTaomue B oTAeNaX MHPOPMALMOHHOU
0€30MacHOCTH, TaK U COTPYAHUKU KOHTPOJUPYIOLINX
CITyO0 KPYTTHBIX U CPEIHUX KOMITaHHH.

Koudepenuuss Oyner mone3HOW I COTPYIHHKOB
ciayx0 0e30IacHOCTH U BHYTPEHHUX ayJUTOPOB,
KOTOPBIE XOTSAT INTy0)Ke MOHATH U y3HaTh 0 cucteme Ub,
COBPEMEHHBIX YIrpo3ax, CIoco0ax 3alluThl; a TaKXKe
nas conenuanuctos Mb gns oOMeHa ombITOM C
KOJIJIETaMH.

Y4yacTHUKHM KOH(GEPEHIUHU MoydaT cepTU]UKaThI
yCTaHOBJIEHHOTO 00pasia ¢ ykazanuem CPE uacos.

Cpoxk peructpamnum - 10 15 mapra 20251
Cpok omnars! - 10 17 mapra 20251

CTOUMOCTD YUACTUS*:

30 Teic. pyo6aeii (100% npenomnara, caer-odepra). [1o
JTAHHOW CTOMMOCTH MOXKET Yy4acTBOBaTh M0 3-X
COTPYIHHUKOB OT OTHOM OpraHu3aInu.

CnenpnanpHas [IeHa JUTS YWICHOB HAIlIeH aCCOIMAINN:
6 ThIC. pyOJIeii.

*- HJIC He oOmaraercs.

3APEMMMCTPUPOBATbLCH

HALUUN KOHTAKTbI
info@acfe-rus.org
+7 (495) 728-76-10
www.acfe-rus.com
MeHexep KOHhepeHLUN:
AHoke Kamanunesa

ITone 3aBUCANIUM OT OpraHru3aTropa npu4uHam B IIporpaMme MoryT OBITh HE3HAYNTEJIbHBIC U3MEHEHHUS

Accoumnaumnsa «O6beanHeHUe cepTuduLUpoBaHHbIX CNeLnanucToB Nno
paccnengoBaHUIO XULLEHUNY

www.acfe-rus.com n

info@acfe-rus.org m
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